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Slutcmen! Accompanying C1'NI Certificate
EB Docket No. 06·36

Telnyx LiC (Ole "Company") does not usc. disclose or permit access to Customer ProprietrU'Y
Network Infonnation ("CPNI") except as permitted or recluired by law pursuant to 47 U.S.C. §
222. The silfeguards set forth in Sections I ilnd J below arc foHowed by the Company. and. to Ole
extent that the Company finds it necessary to usc. discloSL: or pennit access to CPNl, the
operating procedure:s in Sections A.H beiow arc observed.

A. Definitions. 111e terms used in this Statement have the srune meaning as set forth in 47
C.F.R. §64.2003.

B. Use of CPNl. It is the Company's policy that the Company may USe. disclose. or pennit
access to CPNl for the purpose of providing or marketing servicl: offerings among the categories
of service (Le., local. intercxchangl:. IUld interconnected VOlP) to which the customer alrl:udy
subscribes from the Company. withoul customel' approval.

To thl: extl:nt that the Company provides different catcgories of service. and a customer
subscribes to mort: than one category of service ol'rere:d by the ComplUly, the Company may
share CPNl IUTIong the: Company's affiliated entitie:s that provide a service offering to the
customer, However, to the e:xte:nt tlmt thl: CompiUlY provide:s different cmegories or se:rvice. but
a customer docs not subscrihe to more than one offering, the: Company docs not share: CPNl with
its affiliates. except by following the requirements described herein.

111e Company docs not use, disclose. or permit llecess to CPN I to market to II customer any
serviee offerings thm are within a eate:gory of service to which the subscriber docs not already
subsel'ibe from the ComplUlY. unless th,;: Company has customer appl'Oval to do so. The
Company docs not usc, disclose or pel'mit access to CPNl to identify or track customers that crul
competing service providers.

NotwitJ1Slanding th,;: forgoing, it is the Company's policy thm the Comprll1y may us,;:, disclose, or
pennit ilCCeSS to CPNI to protect the rights or property of the ComplUlY. or to protect users of
those services and oth,;:r carriers from fmuduJent. abusiv,;:. or unlllwfuJ use: or. 01' SUbscription to,
such service:s.

C. Cuslomcr Approvals.

It is the Company's policy that tb,;: Company mlly obtain approval through written, oral or
electronic methods. The Company ae:knowledges that it beilrs th,;: burden of demonslrtlting tbat
any oral approvals have been give:n in compliance with the Commission's rules, The Company
honors all11pprovals or disapprovals to usc. disclose, or pennit acceSs to a customer's CPNI until
the eustome:r revokes or limits such upprovlll or disapproval. The Company l1111int.llinsrccards of
approval. re:gardless of the form of such appl'oval. for at]ellst one yertl".

Opt·Out and Opt-In Approval Processes. It is the: Company's policy that it may. subject to Opl.
out approval or opt·in upproval. usc its customer's individually identifillbJl: CPNI for the: purpose
of marketing communications-rclated services to thilt customer. It is the Company's policy thm it
may. subject la opl.out approval or opt.in approviu. discJos,;: its customer's individually
idcntHillble CPNI, for the: purpose of mllrketing communications-related sl:rvices to that
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customer, (0 its agcnls and ils aFnliates that proviue communications-I't::lated services: and its
joint vcnturc partncrs and independent contructors who do th" s:une. 11 is the Company's policy
that it may also permil such p"rsons 01' entities to obtain acccss to such CPNI for such purposes.
Exccpt as providcd her"in, or :~~ otherwisc providcd in Scction 222 of the Communications Act
of 1934, as amendcd, th" Company only uses, discloses, or p"rmits access to its customers'
individually identifiable CPNl subject to opt·in npprqval.

I). Notice Required For Usc or Customer Propriet.1ry Network Information. It is the
Company's policy thal prior 10 :my solicitation for customer approval, nOlilicalion is provided to
the customer of thc custom"r's right to restrict usc of, disclosurc of, lUlU ucct::ss to that customer's
CPN!. 11le Compuny mainlains such records of notificmion, wbClhcr orlLl, written or electronic.
for at least one year. It is th" Company's policy that individunl nOlice lo customcrS is providcd
whcn soliciting approvnlto us", disclose. or permit access to customcrs' CPNI.

E. Notice Content Requiremenl~. Company notices must comply with lht:: following
requirements:
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I. Notices must providc suflici"nl infomlation to enable the customcr lO m:u_t:: :Ill infornlcd
decision as to whetl1er to pcrmit th" Compuny to usc. disclose. or permit ncccss to, th" customer's
CPN!.

2. Notices must stnte that thc custom"r hilS il right. and the Company hns n duty, undt::r ft::dt::l'U1
law, to protect the contldentinlity of CPNI.

3. NOlict::s must specify the types of informalion thal constitute CPNI und thc specific cntlties
lhlll will receive the CPNT, describe lhc purpos"s for which ePN I will be used. and inform the
cuslomer of his or her dght to disnpprove thosc USeS, :md dt::ny or withdraw acccss to CPN! at
IUly lime.

4. Nouc"s musltldvise the customer of thc precise stcps the eUslomt::r must tuke in order to grunt
or dcny acccss lo CPN!, and mu~t clearly state thllt a denial of approv:1l will not affect tllC
prOVision of tUly st::rvict::s lo which the customer subscribes.

5. Noticcs must b" comprt::ht::nsibJe and mUst not bc mislending.

6. To the extent that wrillen NOliet::S nrt:: providcd. thc Notices are clearly lcgible, uSt:: sufficiently
Inrge typc. and arc placed in [Ul ar"a SU as lo bt:: I'eadily apparent to a customer.

7. If any portion of a Notice is tnmslatcd inlo anothel' language. then all portions of thc NOlict::
must be translated into that langunge.

8. 'fht:: NOlice may ~tnte that tIle customer's approval to usc CPNl may enhance thc Company's
abilily to offer products and servicc~ tailored to lhc cusloml:l"s nt::t::ds. The Notice lTIay also stule
thut the Company muy be compelled to disclose ePNI (0 IIny pCl'Son upon llfJ1nnative written
rcq ueSl by th" custOl11t::r.

9. Notices mllY nOl indud" in lht:: nOlification any statemcnt allempting to eneoul'llgt:: u customer
to free?e third-pnrty nccess to CPNI.
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1D. Notic"s must stilte thm ilny approval. or denial of ilpprovill for the Ilse of CPNJ outside of the
service to which the customer already subscribes from the Company is valid until the customer
ufJirmmivdy revok"s or limits such approval or deniul.

11. The Compuny's solicitation for approval must be proximilte to the Notice of a CUSTomer's
CPNI rights.

F. Opt-Out Notice Requircmcnt~. It is the Compuny's policy tbilt Notices to obtain opt-out
approvlll be f,t:iven only through elcctronic or written methods. ilnd not by oral communicmion
(except us provided with respec;t to one-time usc of CPNI below).

The contents of lmy such notitication must comply with the Notic" Contcnt Rcquircments
described above.

It is the Complmy's policy to wait a 3D-day minimum period of time aIter giving c;ustomcrs
notice and lut opporlunity to opt-Ollt bcfore assuming customer upproval to use. disc;losc. or
permit access to CPNI. This 3D-day minimum pcriod is calculmed as follows: (1) In the case of
an electronic form of notilic'ltion. thc waiting pcriod shall begin to run from the date on which
thc Notice was sent; tutd (2) In the case of Notice by mail. the waiting period shall begin to run
on the third duy following tbe date that the notitication was mailed. It is the Comp'my's policy
to notify customers us to the applicable waiting period for a rcsponse before approvill is ussumed.

For those instanccs in which the Compimy uses the opt-out mcchanism. thc Company provides
notices to applicable customers "v"ry two years.

For those instances in which the Comp,uty Uses e-m'lil to provide opt-out notices. the Comp'uty
follows the additional rcquirements in addition to the n::guirements gencrally applicable to
notification:

(1) The Company must obtain cxpress. vcriliuble. prior ilpprovnl from consumers to send notices
via ,,-mml regal'ding their sel'Vice in general. c1f CPN! in purticular;

(2) Th" Comp'my must al10w customers to reply directly to e-mails eontilining CPNI notices in
order to opt-out;

(3) Opl-out "-mail notices thnt are returned to the Company as undelivembk must be sent to the
customer in another form b"for" th" Company considers the customer to huve rcceiv"d notice:

(4) Thc SUbject line of the messuge must cleilrly and ucc;ul'utc1y identify the subject mull"r of lh"
e-mail: and

(5) 111e Company makcs available to every customer 11 method to opt-oUt that is of no additionul
COSt to the customer and that is avuilable 24 hours u day. s"v"n days a week.

G. Opt-In Notice Requirements. It is the Compnny's policy thilt Notices to obtain opt-in
ilpprovaJ b" giv"n though oral. wril1cn. or c1ccrronic methods. The conl"nts of any such
notificution must comply with the Notic;c Contcnt Requirements dcscribed above.
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H. One-Time U~" of CPNJ Nlltice Requirements. The Company may usc oral notice to obtnin
limited. one-time: use: of CPNI for inbound und outbound customcr telt:phone eontucts for the
durntion of the call. 11,e: Company re'luires lhlll the conlents of any s\lc:h notificution must
comply with the: Notic:e: Contcnt Rcquirements described above, e:lCCe:pt that the Compuny muy
omit uny of the following notke provisions if nOl rclev:mt to the: limite:d usc for which the
Company seeks CPNI:

(1) The requirement that the: Company advise customers that if the:y have: opte:d-out prcviously,
no action is needed to maintain the: opt-out clcction:

(2) The requirement that the: Company advise customers thal they may share: CPNI with their
uffilimes or third-pnrties nnd need not namc thosc cntities, if the limited CPNI usagc will not
result in usc by. or disclosure: to, 'In affiliate or third-purty:

(3) The requirement that the: Company disclose the means by which a custome:r c:an deny or
withdmw fature ilccess to CPNI, so long as explanation is l,':iven to customers that the: scope of
the approval the Comp:my seeks is limited to one-time usc: and

(4) TI,e Company mllY omit disclosOl'e: of the: pl'e:eise steps a customer must take in order to grant
or deny access lO CPNI, '"~ long as the: Company clearly communlcmes thal the c:ustome:r c:an
deny access to his CPNI for the call.

I. Safeguards Required for the Use of CPNL It is the: policy of the Company to truin its
personncl as to the eircumstllllees under whic:h CPNlmay, and may not. be used or disclosed. In
addition. the Company has estublished a wriuen disciplinary proc:ess in inslllnees where its
pc:n;onnel do not comply with estllblished policies. It is the: Company's policy to re'luITe that 'I
re:c:ot'd be: maintained of its own and its lIflilimes' Silks ,md murke:ting c:ampaigns that usc their
c:ustome:rs' CPNI. 11,e Company muinudns II record of uU instanc:e:s whe:re: CPNT was disclosed
or provide:d to other third-parties. or where third-purties were tl.1lowe:d to ac:c:ess suc:h CPNJ. The
re:cord inc:lude:s a description of each cumpuign. the specific CPNI that Wa.~ use:d in the campaign.
und whitt produc:ts and se:rvices were offered as a part of the elunpm/:.'Il. Such re:c:ords art: rt:taincd
for a minimum of onc year.

The Comp,my has c:stublishe:d a mandatory supervisory review process regarding c:ol11plianee
with ePNI rules for outbound mal·ke:ting. Sales personnel must obtuin supervisory 'lpproval of
lllly proposel.1 outbound mnrke:ting rc:qut:st for customer approval. The Comp'lIly's polidc:s
re'luire that reeorl.1s perlllining to SUdl c:at'l'ie:l' c:omplianc:t: be remined for a minimum period of
onc year.

In t:ompJiance with Section 64.2009(e). the Comp,my will prepa"e: a "compliance certificate"
signt:d by an officer on un unnual basis stllting that the oITic:e:r ha.~ pe:n;onal knowledge that the
Company has t:stablished operating procedures [hut arc ade'luatt; to t;nSUrt; c:ompliancc with 47
C.F.R. § 64.200 I el seq. 111e certificllle is to be aeeOtnpllllied by this state:me:nt and will be filed
in E.El Ooc:ke:t No, 06-36 annuully on or before Murch 1. for dat'l pert'tining to the: prt:vious
calendm' ye:ar. 111is tiling will ine1ude an elCplanation of uny actions taken against data brokers
:lIld u summary of all c:ustome:r c:omplaims rcc:c:iwd in the past year concerning the unauthorize:d
release of CPNI.
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II is the Company's policy to provid;; writtcn notiec 10 the FCC within fiv~ busin~ss days of any
inswnee where the Opt·out m;;chanimns do nOI work properly, such that a consumer's inability to
opl-out is more than an unomaly, Th;; writt;;n nOliee shall comply with 47 C.F.R. §64.2009(t).

J. Safeguards on the Disclosure or CI)NI. It is th;; Company's policy to take r~asonabl;;

measures to discover IUld prot;;ct against attempts to gain unauthorized neeess to CPN!. Th;;
Company will properly authenticate a CUStOln;;r prior to disclosing CPNI bnsed on customer·
initiated telephone eontnet. online acc;;ss, or in-store visit. if applicable.

K. Notification of Ci>NI Security Breaches.

(1) It is the Company's policy to notify law cnforccmcnt of a breach in its customers' ePNI as
provided in Ihis section. The Comp,Uly will not notify its customers or disclose the breueh
pUblicly unlil it has completed the proc;;ss of notifying law enforeemenl pursuant to puragruph
(2).

(2) As soon as pl'lletieable, und in no ~v~nt latt:r than st:v;;n (7) business days after reasonable
delerminUlion of the breueh, the Comp'my will ;;I;;ctronically notify the United Stutes Secret

.Services (USSS) and the Federal Bureau of Inv~stigation (FBI) t1l1'ough a eentl'lll reporting
facility.

(a) Notwithstanding SUlle law 10 Ihe eonlrnry, th~ Company sh,1l1 not notify customcrs or disclose
th;; br;;ach to th;; puhlic until 7 full business days have passed un~r notification to th;; USSS and
th;; FBI, ;;xccpt as provided in paragl'llphs (b) and (c),
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(b) If th;; Company b;;licves that there is an eXlrUordinurily urgent ne~d to notify ,my class of
ulTect~d customt:rs soon;;r than othcrwise allowed under paragraph (n), in ord~ to "void
imln~diat~ "nd in';;parabl;; hatm, it will so indicate .in its nl)tifiemion IUld may proct:t:d to
immedi"t~ly notify its afft:ctt:d custom;;rs only after consultation with the relevant investigution
ug~ney. Th~ Compully will coop;;rat;; with the releVant investigating agency's r~'1u~$t to
minimize IUly adv~n;~ ~ffects of such custom;;r notitication,

(c) If the relevanl inVe$liguting agency Ilt:tt:nnin;;s that public disclosure or notice to customer
would impede or eompromi$e an ongoing or pot;;ntial criminal investigation or national security,
such agency mny direct the carner not lO $0 disclost: or notify for an initial p;;riod of up to 30
days. Such period may be extended by the agency as tt:asonably n;;c;;ssary in the judgment of
the agency. If such direction is given. the agency sh,lll notify th~ cllrrit:t wh;;n it app;;ars thm the
public disclosure or notice to affected customers will no long~ imp~d~ or compromis;; a cl'iminal
investigation or national security. 111e agency shall provide in writing its initial dirt:ction to the
ca.l"ti;;r. any subsequent extension, and any notifienrion that notice wilJ no Iong~ imp;;d;; or
compromis;; a cl"iminal invcstigation or national security and such writings shall bc
conte:mpol"lmcously logge:d on the: samc re:porting facility that contains records of notifications
Filt:d by th~ Company.

(3) Custom~r NotiJie,'tion. Al'lt:t tht: Company has notiti;;d law enforcement pursuant to
plU'ugruph (2), it wilJ notify its eustomen; of br~llch of thost: custom;;rs' CPNI.

(4) ~eeordkeeping. The Company will mainluin a record, electronically or in some: other
manner. of any breaches discovered. notiFienrions made to the USSS and tht: FBI pursuant to
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pUl'lIgruph (2), iUld notitil;ution~ mmle to eustoml:,". Thl: rl;l;ord will indudc. if uvailubll:, dall:S
of discovl:f)' and notification. a dewiled dl:Sl;nption or the CPNI that was the subjecl of lhl;
breuch, ,md lhl: l;irl;umstal]l;c~ of The brcuch. Thl: Company will maintain the record for a
minimum of 2 Yl:ill'S.
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